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Biometrics
As customer consideraƟ on and government regulaƟ on guide fi nancial transacƟ ons into the future, 
many fi nancial insƟ tuƟ ons are looking to miƟ gate their digital security risk by requiring an addiƟ onal 
“key” for network access.

Juniper Payments has teamed with CrossMatch, the leader in fi ngerprint based biometric security, 
to provide clients with biometric technology, the best choice in mulƟ -factor network authenƟ caƟ on 
available today.

A network’s weakest link is oŌ en a human one, and it begins with each user’s password.  Security is 
only as strong as your most careless user, and passwords are oŌ en shared, guessed or wriƩ en down.  
Hackers can infi ltrate a password by placing a ‘Trojan’ on the machine of an unsuspecƟ ng employee 
who occasionally browses the Internet.  Therefore, failure to properly authenƟ cate each user can 
compromise the security of your most delicate fi les and fi nancial transacƟ ons. 

Biometric security, however, uƟ lizes credenƟ als that are carried with the user at all Ɵ mes.  Physical 
characterisƟ cs like fi ngerprints cannot be forgoƩ en, borrowed, nor copied, and can never be stolen.

One-Time Passcodes
In addiƟ on to Biometrics, Juniper Payments off ers One-Time Passcode (OTP) opƟ ons for out-of-
network authenƟ caƟ on.  

OTPs, generated by Juniper Payments, are unique single session credenƟ als that are automaƟ cally 
sent to either an end user’s email address or mobile device via Text message, for layered security. 
Passcodes are sent immediately to ensure a simplifi ed login process. 
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Enables
Better
Security

         •  OpƟ ons to best fi t your security needs
         •  Reduce support costs
         •  Adds a criƟ cal security layer
         •  Complete administraƟ ve control
         •  Simplifi es operaƟ ons and increases effi  ciency 

Multi-Factor Authentication


